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BY MARY D. CASCINO

Managing Your Electronic Estate:
The New Digital Assets Act
What happens to our
password-protected
online accounts when we
die? A new Illinois law
establishes the procedures
that allow fiduciaries to
get access to decedents'
email, Facebook accounts,
and other "digital assets,"
Here's an overview of the
legislation, along with
practice tips,
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MOST PEOPLE HAVE AT LEAST ONE EMAIL ACCOUNT, PROBABLY MORE, and
possibly a website. Many have blogs or podcasts that may be copyrighted. We do online
banking, receive financial statements and perform other financial transactions over the
internet. We may use the cloud to store important information, like client or customer
lists.
We seem to spend hours posting on Facebook, LinkedIn or YouTube, downloading,
editing and saving family photos on our computers or storage sites, or researching and
building a family tree on a genealogy website. Some of us participate in virtual worlds
where we actually buy and sell virtual property and some of us have accounts on sites such
as Ebay. A 2016 Pew Research report says that 87% of the US adults are internet users.'
So, if something happens to you, who has access to your digital property (e.g., your
smartphone) and digital assets (e.g., your email account)? (Obviously, everything that
applies to you applies equally to your clients.) How can your fiduciary identify and manage
your digital assets if they exist only on your computer or cell phone or are stored in some
off-site place or cloud without breaking the law?
The Illinois legislature recently passed the Revised Uniform Fiduciary Access to
Digital Assets Act (the "Act"), which took effect August 12, 2016 and applies retroactively
and prospectively.2 It allows the fiduciaries who would manage your estate during your
incapacity or at your death to obtain access to your electronic records, and in some cases,
your electronic communications.
In addition, the Illinois Criminal Code is amended so that these fiduciaries should
not be guilty of computer tampering if they access your digital property (computer,
cell phone, tablets, etc.) and can obtain legal access to your digital assets and electronic
1. Pew Research Center, 13% of Americans Don't Use the Internet. Who Are They? (Sept. 7, 2016), http://www.
pewresearch.org/fact-tank/2016/09/07/some-americans-dont-use-the-internet-who-are-they/.
2. Revised Uniform Fiduciary Access to Digital Assets Act, Pub. Act 99-0775 (eff. Aug. 12, 2016).

TAKEAWAYS >>
• The Revised Uniform Fiduciary
Access to Digital Assets Act
(eff. Aug. 12, 2016) allows the
fiduciaries who would manage
your estate during your incapacity
or at your death to obtain access
to your electronic records, and
in some cases, your electronic
communications.

• The Act allows users to direct the
disposition or deletion of their digital
assets at their death or incapacity, and
prioritizes who may receive disclosures
of such assets. But under the Act, a
person designated by a user with an
online tool (e.g., designating a "legacy
contact" on your Facebook account) will
take precedence over any other direction
by the user as to that specific account.

communications, as long as they proceed
in accordance with the procedures
outlined in the Act.
So who are "fiduciaries," what are
"digital assets:' and how does the Act
work? Here's an overview and some
pointers about how to make the most of
this important new legislation.

recipients" under the Act.

What are digital assets?
Digital assets are just about everything
you can think of associated with
computers, cell phones, tablets, ebook
readers, digital cameras, digital music
players, etc. and includes the electronic
records and communications stored on the
devices, in the cloud or elsewhere, such
as your email, online financial accounts,
photo and video storage accounts, social
media accounts, music accounts, virtual
world accounts, etc.
The Act defines "digital assets" as "an
electronic record in which an individual
has a right or interest:' It excludes
underlying assets or liabilities, such as
the actual funds held in an online bank
account.
"Electronic" means "relating to technology having electrical, digital, magnetic,
wireless, optical, electromagnetic or similar capabilities." "Record" means "information that is inscribed on a tangible
medium or that is stored in an electronic
or other medium and is retrievable in
perceivable form?' "Electronic communication" means the same as under federal
law.' Other applicable definitions of the
terms used in the Act are included in Section 2 and are tied in to similar definitions
used in federal and state laws and other
uniform acts.

Purpose of the Act
The Prefatory Note to the Uniform
Act states its purposes are twofold: "First,
it gives fiduciaries the legal authority
to manage digital assets and electronic
communications in the same way they
manage tangible assets and financial
accounts, to the extent possible. Second,
it gives custodians of digital assets and
electronic communications legal authority
to deal with the fiduciaries of their users,
while respecting the user's reasonable
expectation of privacy for personal
communications:'

Which fiduciaries are authorized?
The fiduciaries include the personal
representative of your estate (whether an
executor or administrator appointed by
the court after your death), your agent
under your power of attorney (whose
authority may take effect on signing the
document or arise based on a specified
event, but which authority ends on your
death), the trustee of your trust (either
yourself or a successor trustee), or a court
appointed guardian of your estate if you
are determined to be disabled. The Act
only applies to fiduciaries, and does not
include friends or family of a decedent or
of a disabled person unless they assume
the role of fiduciary or are "designated

• There are special rules for a fiduciary
to obtain access to your electronic
communications because of the federal
and state privacy safeguards. If you want
your fiduciaries to have access to your
electronic communications, you must
specifically give your lawful consent in
your will, trust, power of attorney, or other
record. If not, you may wish to specifically
say so in the applicable documents.

Why does digital property require
special treatment?
There are several reasons your digital
property and, in particular, your digital
A.
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IF YOU BECOME INCAPACITATED OR
DIE, YOUR AGENTS AND EXECUTORS
WILL NEED ACCESS TO YOUR
DIGITAL ASSETS TO PERFORM THEIR
FIDUCIARY DUTIES.

assets, require special attention. Federal
and state privacy laws and your terms of
service agreements with online providers,
referred to as custodians of your electronic
records, restrict unauthorized access to
your online accounts.
Access to hardware containing digital

Federal and state laws criminalize
unauthorized access to a computer which
allows access to your personal files, data,
and communications — wherever stored.
The federal Computer Fraud and Abuse
Act makes it a federal crime to access a
"protected computer" (used in interstate
or foreign commerce or communications)
without authorization or in excess of an
authorization.'
Almost all computers, tablets, and cell
phones fall under this Act because most
internet communication is interstate
in nature. The Illinois Criminal Code
assets.

In
addition, terms of services agreements you
have with a custodian of your electronic
records restricts who can access them. In
some agreements, you have agreed not
to share your password with anyone, let
anyone else have access to your account,
or do anything that might jeopardize
the security of your account. It would be
instructive to review your agreements
with any of your email providers.
Encryption. Finally, the electronic
record or communication may be
encrypted, which may be a deciding
factor. Even if your fiduciary has followed
the procedures outlined in the Act to
obtain authorization or lawful consent, the
fiduciary may still be unable to access the
information if it is adequately encrypted.

of 2012 makes it a crime for anyone to
access a computer or any part of it, a
computer network, or a program or data
without authorization or in excess of an
authorization of the computer's owner.5 In
some cases, it's a felony.

Terms of service agreements.

Content of electronic communications
are protected. Federal law prohibits a
custodian of electronic communications
from disclosing their contents to
anyone other than the originator of
the communication, the recipient, or
someone to whom the user or recipient
gives "lawful consent," as long as the
content is not readily accessible to the
public. Under Section 2702(b)(3) of the
Stored Communications Act, the content
of electronic communications may be
disclosed if the user gives someone lawful
consent to access the information.6
These communications, such as the
content of emails, are almost as vigorously
protected as your protected personal
health information. A custodian who
unlawfully discloses the content of a
user's electronic communications to an
unauthorized party is subject to fines,
imprisonment, and in some cases, civil
liability. Hence the necessity of this Act.
Other digital assets. Of particular
note, the information that a custodian
can disclose to an authorized fiduciary
who follows the procedures outlined in
the Act includes a catalogue of the user's
electronic communications, in addition to
other digital assets.

How does the Act work?
The Act, including the related
amendment to the Illinois Criminal Code,
is designed to work in conjunction with
these federal and state laws that protect
your privacy by allowing you to give your
fiduciaries the required authorization to
access your computer and other devices
and the information in them. It also
provides the required lawful consent for
a custodian to disclose your electronic
records and, in some cases, the content
of electronic communications to your
fiduciaries. There is an exception for
digital assets of an employer used by
an employee during the usual course of
business.
Section 4 of the Act allows users
to direct the disposition or deletion
of their digital assets at their death or
incapacity and prioritizes who may
receive disclosures of such assets. Some
custodians provide an online tool that
allows a user to provide directions for
disclosure or nondisclosure of digital
assets to a third person, known as a
"designated recipient:"
For example, Google provides an
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online tool for you to identify someone
who can have access to your records or
to prohibit someone from accessing your
records. Facebook now allows you to
designate a "legacy contact" Under the
Act, a person designated by a user with
an online tool will take precedence over
any other direction by the user as to that
specific account, but most custodians
currently do not provide this type of
online tool.
If you, as a user, have not named a
designated recipient using an online tool,
you may allow or prohibit disclosure to
a fiduciary of some or all of your digital
assets in a will, trust, power of attorney,
or other record. Under the Act, a person's
direction by any of these methods should
give the fiduciary access to your digital
assets.

Default rules for digital
assets other than electronic
communications
The Act provides default rules for
your fiduciary to obtain access to your
digital assets other than electronic
communications. If you do not want your
fiduciary to have access to your digital

assets, you should specifically deny access
in the relevant document or the default
rules will apply.
UPDATE ESTATE PLANNING

Action is required to allow
access to electronic
communications

DOCUMENTS TO SPECIFICALLY
ALLOW OR DENY ACCESS TO

There are special rules for a fiduciary
to obtain access to your electronic
communications because of the federal
and state privacy safeguards. If you want
your fiduciaries to have access to such
communications, you must specifically
give your lawful consent in your will,
trust, power of attorney, or other record. If
not, you may wish to specifically say so in
the applicable documents.
Section 5 provides that the Act does
not change the terms of service agreement
and the fiduciary basically steps into the
shoes of the user as to the terms of that
agreement. If the terms of service do not
address fiduciary access to digital assets,
the default rules in the Act apply.
Section 6 gives guidance to a custodian
of digital assets about how it may disclose
them to a fiduciary. The custodian can
give the fiduciary or designated recipient
full or partial access to a user's account

THE CONTENT OF ELECTRONIC
COMMUNICATIONS.

or provide a copy of a record of any
digital assets that you, the user, could
have accessed. If a request is made for
partial disclosure of digital assets, the
custodian does not have to make the
disclosure if it would be burdensome,
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and either the custodian or the fiduciary
may seek court direction as to such
disclosure. A custodian can charge for the
administrative cost of disclosing digital
assets. Custodians do not have to disclose
assets that you have deleted.
Sections 7 through 14 outlines the

procedures for a fiduciary to lawfully
request and obtain access to a user's
electronic communications and other
digital assets. The charts on this page and
the next outline the information each
fiduciary is required to produce to obtain
access and additional information the

custodian may request. As the Uniform
Act Prefatory Note states, "Generally, a
fiduciary will have access to a catalogue
of the user's communications, but not
the content, unless the user consented
to disclosure of the content" of federally
protected communications.

Access to Content of Electronic Communications (e.g., the text of an email)
Agent under
POA for Property

Executor

Trustee
(not original user)

Can the fiduciary

Yes, but only if a deceased user

Yes, to the extent power of

Yes, if ordered by court,

get access?

consented or court orders disclosure

attorney expressly grants

directed by user, or

(Section 7)

authority over content and

provided in a trust.

unless directed otherwise

(Section 12)

Guardian

by principal or court.
(Section 9)
What must the

1

Written request;

fiduciary provide

2.

to the custodian

3.

of the account?

1.

Written request;

Written request;

Certified copy of death certificate,

Original or copy of

Certified copy of

Certified letters of office; and

POA with express

trust that includes

Copies of user's will, trust, POA, or

consent to disclose;

consent to disclose;

other record evidencing consent.

and

and

Certification, under

Certification, under

penalty of perjury, that

penalty of perjury,

POA is in effect.

that trust exists and

N/A

trustee is currently
acting as trustee,
What can the

Unique subscriber or account

Unique subscriber or

Unique subscriber or

custodian

identifier.

account identifier

account identifier.

request of

Evidence linking account to user.

Evidence linking

Evidence linking

the fiduciary

Finding by the court that

account to user.

account to the trust.

before granting

a. User had specific account

access?

with custodian identifiable by
information provided;
b. Disclosure of contents does
not violate applicable law (citing
specific federal statutes);
c. User consented to disclosure
(unless user directed using online
tool); and
d. Disclosure is permitted
under the Act and is reasonably
necessary for estate
administration.
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N/A

Three peculiarities are noteworthy.
First, for a representative of a decedent's
estate, it appears that the decedent must
have given specific lawful consent to
disclosure of the content of electronic
communications in a will, trust, power
of attorney, or other record in order for
the representative to obtain access (unless
the decedent used an online tool to give
direction to the representative).
Second, it appears that a representative

under a small estate affidavit will not have
access to a decedent's digital assets (unless
the individual was designated in an online
tool) because a certified copy of the
representative's letters of office is required.
Third, there is no process for a guardian of
a disabled person to obtain access to the
electronic communications of a ward, only
to digital assets.
Sections 7 and 8 address the personal
representative of the estate of a deceased

user. Sections 9 and 10 address an agent
under a power of attorney. Section 11
addresses the trustee as the original user
(not included in the chart). Sections
12 and 13 address a trustee when the
trustee is not the original user. Section
14 addresses the guardian of a disabled
person.
Section 15 of the Act outlines the
designated recipient's duty and the
fiduciary's duty, which remains subject to
a-

Access to Other Digital Assets (e.g., a social media account)
Executor

Agent under POA for Trustee (not original
Property
user►

Guardian

Can the fiduciary

Yes, unless user prohibited disclosure or

Yes, unless ordered by

Yes, unless ordered by

Yes, after

get access?

court orders otherwise. (Section 8)

court, directed by principal

court, directed by user or

opportunity

or in power of attorney.

in the trust. (Section 13)

of ward to be

(Section 10)

heard, court may
direct disclosure,
(Section 14)

Written request;

What must the

Written request;

fiduciary provide

Certified copy of death certificate;

to the custodian

and

POA with express

of the account?

Certified letters of office or court

disclosure authority;

order.

and

2

3.

Original or copy of

Certification, under
penalty of perjury, that
POA is in effect.

Written request;
Certified copy of trust
that includes consent
to disclose or general
authority to act for
principal; and
Certification, under
penalty of perjury,
that trust exists and
trustee is currently
acting as trustee.

Written
request; and
Certified
copy of court
order giving
guardian
authority over
digital assets.

What can the

Unique subscriber or account

Unique subscriber or

custodian

identifier.

request of

Evidence linking account to user,

the fiduciary

Fiduciary's affidavit that disclosure

before granting

is reasonably. necessary for estate

access?

administration

linking

Finding by the court that

account to

a. User had specific account

Unique subscriber or

Unique

account identifier.

account identifier.

subscriber

Evidence linking

Evidence linking

or account

account to user.

account to the trust;

identifier.
Evidence

the ward.

with custodian, identifiable by
information provided; and
b. disclosure of digital assets
does not violate applicable law.
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the terms of service agreement and other
laws, including copyright law. A fiduciary's
duty is held to a higher standard than the
designated recipient under the Act. Of
particular note, the fiduciary is prohibited
from impersonating the user.
Section 15(c), (d), and (e) are
consistent with the Criminal Code of
2012, as amended, allowing a fiduciary
who has authority over the digital property
(computer, cell phone, tablet, etc.) of the
decedent, ward, principal, or settlor to
access the information contained in that
property without violating computer fraud
or unauthorized computer access laws.

Terminating a user's account
A custodian may disclose sufficient
information about a user's account to
the fiduciary when the information is
required to terminate a user's account. A
fiduciary may request termination if the
procedure provided in section 15(g) of
the Act is followed. Note that the affiant
under a small estate affidavit may request
termination of a decedent's user account,
even though the affiant does not appear to
have access to the decedent's digital assets
stored, maintained, or held in custody by
a custodian.

from liability if its act or omission was
done in good faith in compliance with the
Act.
The Act also amends sections 17-51
and 17-54 of the Illinois Criminal Code of
2012 (720 ILCS 5/17-50 — 5/17-55) dealing
with computer fraud and computer
tampering. The amendments provide that
when a designated recipient or a fiduciary
accesses a user's computer network,
computer, cell phone, etc. pursuant to the
Act, that person's access is to be deemed
to be with the authorization of the owner
and therefore, not a crime.

What are the custodian's duties
and obligations?
There is recourse if the custodian
fails to comply with a fiduciary's or
a designated recipient's request to
disclose digital assets or terminate an
account. Under section 16 of the Act,
the custodian has 60 days after receiving
the documentation required by sections
7-14 to comply with the request. If the
custodian fails to comply, the fiduciary
or designated recipient may petition
the court to issue an order directing
compliance and the order must contain a
finding that compliance is not in violation
of 18 U.S.C. § 2702, as amended (Stored
Communications Act).
The custodian may notify the user of a
fiduciary's request for disclosure and may
deny a request if the custodian is aware of
any lawful access to the account following
receipt of the request. The Act does not
limit the custodian's ability to obtain or
require a fiduciary or designated recipient
to obtain a court order stating that the
account belongs to the ward or the
principal, that there is sufficient consent
to support the disclosure and any other
finding required by law. And, importantly,
section 16(f) gives a custodian immunity

Lessons and practice tips
• The Act does not apply to digital
assets of an employer used by an employee
during the usual course of business.
• If you become incapacitated or die,
your agent, executor, trustee, or guardian
will likely need access to your digital
property, including your digital assets, to
perform their fiduciary duties.
• Consider whether you want to give
your fiduciary access to the content of
your electronic communications. If so,
that authority must be specifically stated
in your will, trust, property power of
attorney, or another record.
• Carefully determine whether to give a
property POA agent immediate authority
to access your digital assets, including the
content of electronic communications, or
whether a springing power would be more
appropriate.
• Although some custodians allow
you to use an online tool to designate
an individual to access accounts or to
prohibit access to your account, most do
not.
• It's best to update estate planning
documents to give specific consent to or
deny access to the content of electronic
communications.
• If you don't want your fiduciary to
have access to your other digital assets,
your estate planning documents should
expressly address your wishes. Otherwise,
the default provisions of the Act will apply.

Got Questions? Get Answers
Maybe in Minutes.
ISBA discussion groups let you pose questions to and share
information with lawyers from Chicago to Cairo.
You can participate via email or through
the new interface on the My Discussion Groups page on the ISBA website!
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